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SERIES X: Data networks, open system communications
and security

Cyberspace security — Countering spam

Security requirements and countermeasures
for targeted email attacks

CAUTION!
PREPUBLISHED RECOMMENDATION
ublication is an unedited version of a recently approved Recommendation. It will

ion. It will be
i nces between this

&y

-13 -



3. 2HEZ (ITU-T X.1236) 0|2t?

Global ICT Standards Conference 2025

1271 =2 BRS Z240|| thSoh7 | lehis
4071x] OlAte] RTARSE SESH= Hot |5 HR

78 8%

EXNH O|H| HotJ|s
g Q7 A

1274x] S0 T2 QY HotJls 272
BNY 222 MLt 407HX|2 PHIMOR MHeH|Ct.

14 -



aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

EG-Platform
SN HEE= A 7S



4- EG_PIatform EI-HE_,I'_S ?--63 7 I% Global ICT Standards Conference 2025

8. H2t7|s 27Are

/X-I S —|
agIE 8.1.1(2) *._lﬁl O—.USE'_EQI %%ou Het 21 LS 24 ZAt [R-2] AZE 21 BN
el Ly 8.1.2 (1) QIZ=E ohY =R AL silolE [R-1] 3EH| HEX Q| 2 Z{A}
o%ﬁuii. q8I= 812 (2) Ot TE HEH 24 HHlelE e B [E-1] tlOlE] 25
= o™
8.1.3 (1 C}% URLS| A|Z S&X| =5 %= 2xX| URL DL
) r?’_ [R-3] URL End-Point ZiAt
URL LY &3S | 8.1.3(2) URL Altist mjojct ofM T2 2 32 x| AFE URL 22 ZAF
8.1.3 (3) oA URL 2t x| URL 0|0|X| gt [R-4] URL O|O]X] g%t
7|&3t Ao[gt o] Y F=A0] CH N N
8.2.1(1) o)Al Kk i'_]— O|H|& 8l gt B [R-5] SlIC{IH= HAL
S /IHE
R-6] TLS Hot E4l Mg gl
oY Sl ZRES SN DZES QI [ =% st ,
821(2) g St Z=E =5 HhMXL ol T2 EE A ReceiveGUARD
8.2.2 (1) Y QA 4
8.2.2 (2 O|m| A0 2Xt = X0 S AHEH|Q1 Z4A
A = = - SO QALE 24t e }ﬂ):e *
AR ZEHE 8.2.2 (3) TLDEHCHE Ol oA HE 22 (&,5,3t T
oMY =4 8.2.2 (4) e O|H Y F=ALp RAFS FA XY S5
8.23(1) CHE S IX sherel grpIxte] ofm|Y o|E| = R-8] ¢ xl oz
AR 25 — Blol MOl (P 2 QM HAF 2 SH A=
8.2.3 (3) CHE ojn|Y =M H= AKX HE LXK
T|Al YIH|0|X| 2 QE8H= %|E =HX| URL =4 i i
Al URL 8.2.4 (1) URL] £/ Sxx] 2 T an ac [R-4] URL End-Point ZAt

- 16 -



4. EG-Platform =H|EZ 1191 7|S -RVI=ECHE 7|S 15

Global ICT Standards Conference 2025

Q) evcemm [R-1] 3THA| HSH &l 2 AL
-
E-mail - O X ==
ne O tﬂﬂ o2 I:I-II(JE-IJH 7—IA|-)% %-_g_l
M= [Za] dXAM el ol A HHAI (D E4) ZAAL |IS2 D)jEIS Ho|MA HS

HEHAZ e X <abc@kiwon.com>

HE=ALE TOHE! <hong@company.com>

® H=n [x SEESPN I STEP 2

i WM D2 ATo|gof, Ho|ZA HE
® CHE2F MO pptx 21.3MB 23 tHat A Q=2 31 H3| ZK|
oHIStMIR. 25t AMAM ELEELIT.
L FO2 =0l w2 2|4 HiL|Ch
Heniel =2 of2l Y=0M ol KErERILCY, ~1)

@ http://***.com/download/ STEP 3

CUBE =X A2 D{Elo| §f

= folA HE
OE HAt| oHAIE =%t

H
S MH| S HAL

o

oY
>~
-

t @
l '

0%
d0

- 17 -



1}S)

4- EG_PIatform EI-HE_,I'_S ?--63 7 I% = R7 I-E I:lllE 7 I% Global ICT Standar;:ls Conference 2025

Q) cv:6um [R-3] URL End-Point ZA}

URL End-Point7Hx| % ZiA} obM URL E4%| 3 QHEBIA| F2
= B} M=ol 214 % 35| URL -5 24 24AI2 o1 URL 217
HHARE 20| Y<sales@abed.com> H 22, Ao Liel

ohdBtHR. DE URL ZA} 8 |
HUEA B B wersLh = -
?{g} M | Q)

of2H 230 M XtE CHREE Y .
ZEAFELICY. URL - http://www.aaa.com

http://www.aaa.com STEP 1 STEP 2 STEP 3
URL - htp:/Jww bbb.com 41 (T ) ZiAL |41 ALO|E LTEIE ZA a9l 24 AL
@ URL - http://www.ddd.com ‘
ot URL £ A|, o|0|X| 2 HEksto] QHFHSHA| HE

Service Unavailable

*H|EFAMSHE] 3t Mai
IS E2HE URL 22 Mail iAo <sales@abcd.com>

SrEstMIR. I
HUiFN MY S & HASLICH > ;@]

Ofzlf A20| M Xt 2 CHREE HHo M Q.

ZEARSHICH

| http:{{www.aaa.@ @

=
0z
>
S
m g
o
0%
kU
In
{m|

..........................

-18 -



4. EG-Platform oM E= 7191 7|5 -RZIECHE 7|

Global ICT Standards Conference 2025

| 71 5 A2 EM HAE St /AR SH[QIS 2t AP H|2 AE

XSSt oict

O™ - - L=

mjo
do
_o'_l-
2
=
rO
nE
O
v 9]
Lo_l-
1=
re
HI
1z

% UL QALTHQl 32 of|A]

=) 7|el ofE HIOIE] 7|3 MAZIe = 44 Ol ut B -2 A510 fAL=MHIQl HE

<info@defense - go.kr> (IENEEID E-mail

H Al A < info@defense-go.kr >

<info@defense _ go.kr> HCAHE A= 25 e MY 121

E-mail
1°1'*|'¢:'>| J_E__!E-|E°I(Jg§'6|-) A|"g‘xl' %’-l_l %'Eé! HHl Al A <info@defense_go.kr >
M= 2| Azt HE QLY 18 2¢
[FAFS-21E] oA 2 MY FALHYS T WUAS AR F10 SE o
. . defense_go.kr
[SAME -4 info@defense-go.kr -> info@defense_go.kr (171 ZZE) RAMZHEL 2 [ go.kr]
[AMM-Z] info@defense-go.kr -> info@defense_qo.kr (27 ZZX) U= A= FAFS

SAH-3}] info@defense-go.kr -> info@deferse_qo.kr (371 A= 1 defense_go.kr Fled

-19 -



4- EG_PIatform EI-HE_,I'_S ?--63 7 I% Global ICT Standards Conference 2025

& hicure 87X EZ 7|5
s

[S-1] 2ot
[S-2] &Ql o
[S-3] Al Hot 4
o|oid 82 ot
O[o|X| 27| Mgt
oL X 8.3.1(1) Ol & =71 &8 oo wEel 4F [S-4] &l =1 4F
S S 1SIE Sl Al
AREXtof| o5t o 7|8 ket
LAY S 8.3.1(2) U 0|EF A &S 12 A XA 2 2] 5=/ AR| [S-5] & X AlZt ©H
8.3.2 (1) OfM O|H|Y F=AZO| 4 H|St [S-6] 2t AH 3|4 2X| M
8.3.2 (2) YE2| AIAEI0|M HETH Het 00| et =
H|o| = & 832 (3) Gt *li'%'oﬂﬁﬁ ﬁ—f—ﬂf%' Ei%EEEO [S-7] MRt xH =T
X o= HotEl MR o) Mo == A= URL X[ SendGUARD
8.3.2 (4) g A=E 0|0 2
8.32 (5 ERET N olH e =t [S-1] EetHi
320 4401 Ol LY ot
| el | M - gl =3 M
U Y-V EYC) olt|Y F2 7H53t IP 2 =t U I [s-8] M2 K5 IP A%
=TI Alo= orllH7 = [R-1] 3CHH| HSX i A HA}
olgstomL 22 | 841 (2) N N P Y T s B
HEZg ol =27
2247j0] <2t 8.4.2 (1) il
Sl 22 e olol2 /1P 2 HEt
H|217Pxi2l 8.4.2 (2) e ot o i X2 ISt |p AN
oMY M H2 a A 224 05 T 9l AH BT K| [S-8] EZ JtsttIP &%
X CHE SMTP EEE 2Rt ol o
8.4.2 (3) s tel ol Aiet ol Abf M3 21

- 20 -



4. EG-Platform = EZE 719 7|5

SEND GUARD
HOHH|Y 2 was| gL ct

D ADVANCED TECHHOLOGY LEADER OF THE AGE KINCHTECH
3 Wi
- LR

HOHHIY o 71K YAl

et oifgd 81312

Global ICT Standards Conference 2025

SendGUARD

HOoH|Y o] SarsaLct SendGUARD
A
.............................. > Harﬂ;qgl ﬁxg9§ [HFQ% szﬂa}‘é' —JF ﬂ%LIE}




4- EG_PIatform EI-HE_,I'_S ?'-63 7 I% Global ICT Standards Conference 2025

@ Gunen [S-2] Q1 MY

| ZE 0| M S2l/8E A|ARCZ HYS DL EZSHH 2 F HH /= A

e Sorol s2l i o i

sl 20N

. = A
ggn;i %?%Rbg—uq @D Henel AXAM . xIsx
El_ rul A
&5l =711t Hetst= M| cha XM SEH=ELICL
X ol F |
20| OR HIH = SFOY 2ol REFCEIL|CE

ZEAFSHL|CE.

-92-



4. EG-Platform = EZE 719 7|5

Global ICT Standards Conference 2025

i

@ Gunko [S-8] HI|QZF -2 Xt

N .. ... —— BESE
..........

Me 447 - saot 22| ——
» =ok 72| HESE
SMTP 32 22| #2132 200 Y2 @2 A8 2O FT 29 oERE

SMTP 4 318 1P ® 2 [ : [ [ |

L. Oo

e b e - . : 77
© SEPeE i Em iX % lol
E - = aammns (" (ﬂ,
gotgtext P 111111111111 + e ( = =

-23-



4. EG-Platform = EZE 719 7|5

Global ICT Standards Conference 2025

EsPlatform 771X| B 2E

Email Gateway Platform

of

7. B8 o|HY 34 /Y

sl

8. H¢otJ|s At

8.5.1(1) A HAFEHO[H AHA Ol ot Hlo|H S7[%t
[E-2] B0 +x HE 2 37|t
8.5.1(2) O|H|Y Hot A|ABIC EE 71X HA
3e ReceiveGUARD
Eol_}jgﬂ A'Q;I- = o1l = O|H Y SlO|EB|AE = = [ =
IS 27 8.5.1 (3) oM TE UXIS QI BH0|ER|AE HA} “;'Ejﬂlrﬁlé %lg / [E-3] 3}0|E 3! 223 g|AE E2 SendGUARD
8.5.1(4) ATO Al 2LIEZ! 27027 [E-4] 21 7|2 &2
= ol 2t ™ H A farn
_ 8.5.2 (1) %olml'ff'; ot o1l T_EL [E-5] QF ZAL 1M
XY o|H|Y 2AS o5t e SecuEcloud
7|EF B2t 7|5 RFArE
8.5.2 (2) O|H|Y 2ot sigt H A OH|Y Hot B A [E-6] OlH| ot oigtEt Sl B M HS
o = o|& A = [E_1] HIO|E &
oo ot 8.5.2 (3) 2|AT AL S 24 Fat Oln|e 91 H+~ BH 7|1&E [E-5] OFH ZAb R TIA
| EEl A|AH
XFCHE] AR | B0 CH3t - L L ReceiveGUARD
8.5.2 (4) | =ol Jgj;xﬂg— 2 Mel sigtnt [E-6] O|H|Y ot HEm ol HTM HE SendGUARD
8.5.2 (5) Hot 2H|7F = ool of| chet 21 BAIX| ®Z [E-7]2H 22
8.5.2 (6) QEfOZ Tt o|H|Y E¢ [E-1] Clo|E] &t ReceiveGUARD

24 -



4- EG_PIatform EX'"E—’.I_S ?--63 7I Global ICT Standards Conference 2025

EsPlatform [E-4]H[O|E{ &S

Email Gateway Platform

o .- (=] .
AFELALZ| H|20]| CHet 7| & S HhAl ReceiveGUARD 22| ZIA}
7|20 HYES 10 S HAMXS| Y MEE 4 5E A =% o5 H|0|EHE Eof
27} AL 210] bypass Tl AAZE A Mo FZEE QI H|w
A 34 s st& Model 715 SM HY oD
I0|EE|AE ZHO| HEHdt= HEAIX} - a@abc.com - HFAIX} : a@abce.com -
S ot Hto ofs o 41 A —
SPFS = Ol <13 e 2 A, 82 1P :1.1.1.1/ 24 27} 0|2 B |p:2.2.2.2 [ La 37} =2
QEMEl M| XHEt AME B OO THChE |0

SlO|E 2|AE M| My AHE

i CC— = | == ol _51
22| XFEEE AFEXP QERE K2 %9 80% UP P A Al
HEAXF EHQ HUZA 50| ZHOR 3J0|ER|AER 52 =4

80% DOWN p X} ct

*2l0|EE|AE SE1 SA|0| bypass ZE H& A E XA

&S =7H 9l IP, -4 ol HElof it " ME

-25-



4- EG_PIatform EI-HE_,I'_S ?'-63 7I Global ICT Standards Conference 2025

JHu
ic|
1]

EsPlatform [E-4] 21 7]

Email Gateway Platform

eive GUARD ojj = ZE HELY SE/=N D=1 = ByPass 0| DRR|%} &y :
@ ezdz  © WARD | Spam and Send
ATO ReceiveGUARD 27191 21
Zta|2 27191
el - | I:H o ReceiveGUARD 219! 7|2
o o
7|7 A 17He v | HE 2025-05-15 00:00 ! 2025-06-15 23:59
#BHE LOG
Ll 27t 2a9l ok v 0IZ(D)
TE LOG
dassO 2 A =
ByPassOil TOTAL - 59 w200 v
R R 0IZ(D) 7t EREILE SN ERLE 23904 A2 2791
LH X2
T chatel= 2025-06-1521:18 45
-1 o|x-|o|
== e Hetol= 2025-06-12 17:50 Mz MTA LOG
MHO = Zt |
OEWE I:IA thatel= 2025-06-12 17:14 HE
CHotol=: 2025-06-1217:14 45
st 2025-05-27 16:15 43
"R R R A AR EEEE AR R R AR R EEEEEEAEEEEEEEEEEEREESSEEEEEEESEEEEEEEEEEESEEEEEESEEEEEEEESEEEEEEER
- kiwontech(admin) chstol= 2025-05-27 16:14 N2 .
LTessssnsssnnunnnnnnnnnnnunnnnnn NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN EEEEEEEEEEEEEEEEEEEEEEmmmwnl
CHotoI=: 2025-05-26 17:28 45
HY A S
= O L— _
istei= 2025-05-26 13:11 43
DLEE
distel= 2025-05-26 11:18 43
CHotol= 2025-05-26 10:00 45

26 -



4. EG-Platform =H|EZE 7131 7|

E>Platform

Email Gateway Platform

[E-6] O|H|& Kot

0 SISHIHTHA| 2 )

CHAIHE

Ofelel cHolEs 32 5Y9) $4 YIS HIYLE HESIYBUC

T Wit URL 24t U oY uy

EEEEEE

Ao Trpe

SPAM ZAH gy

]
+

e A 33 uy

s —o— - oloi 4%
. o o
E o—0 i
o——o—o0—o0—0

w

RAE0IR A

LE Y A

Global ICT Standards Conference 2025

22| XHAF2 X} HoF 2 A

Send GUARD
AL LR

ADVANCED TECHNOLOGY LEADER OF THE AGE KIWONTECH

EHEA RN 2024-01-31 1500 - 2024-02-01 15:00

by HY
FERrT]
] BT wuHs | wNEE | Ay Wl dRa | @AWY | eHac
502 501 1 [ 10 0 0 0 0
b LAl R S | Bt
| EER ECER | EEREF EEEE
HA ETAE Hmae HymEagg i HEGHL AERFHE
1 1 0 0 0 0 0
b 27 AT HE b A
| BH EH E p | EER:] EEER
Hy A=/EE = 2= Hymey i b2 ] oS
0 ] [ 0 ] 1% 1 15

Spam GUARD
ATH RCH B A

ADVANCED TECHNOLOG Y LEADER OF THE AGE KVOHTECH

AHet ol a9l

B2 RHE OR(15)

Saix wax

LTl Wiy

e

Receive GUARD AT\

O HAr 20N o)
wue a8 . = .

-27 -



151 08

Global ICT Standards Conference 2025

of| I 2 A



5. A — [ESC IS TP JHgt NSC

Global ICT Standards Conference 2025

| ITU-T X.1236 ZREZE 7]t o|m|2 =
ODA AiS 9I3t 7|% Qlmat 1%

Global Email Security 16 Steps Global Email Security 1. Targeted Email Attack > 1.1 What Is a Targeted E...
Standard Qualification Standard Qualification

- - ' 11What Is a Targeted Email

@ Overview (@ Overview

ﬁ [1.1] What is a Targeted Email pdf

1. Targeted Email Attack . 1. Targeted Email Attack  ~ Download PDF - 150KB

0/5 steps \ ) 1/5 steps

2. Security Functional ]
Requirements d 1.1 What Is a Targeted Email
0/7 steps '

@)

3. Advanced Course 1.2.1 Email Attacks Using Spam

0/3 steps

O

4.Final Test 1.2.2 Email Attacks Using
'Go to Current Step Malware Next Step Step completed. Keep it up!
1/1 steps g §




5. 3|HzIA - ODA AFH 712t

Global ICT Standards Conference 2025

| E—-——01°| 25 = License-FreeS 412510{ ODALL w5 AtHOf| EE

ZH|EZS 0|26l0{ ODA TZHEZ xXIstn

USLICE

ODAAIY =% ek of|A|

=
Ministry of Foreign Affairs

O|H| Ok FZ= Z=4-01| Cht

PEE - ODA ZZ 7|2t ofJA|

AR 22

@ CixI= ODA £ ks =7t 18713 0|4
© =t QI H|AJof, Lo|X|2[of, BAEfRIE,
Otd|=HO[T, X2 S
Bangladesh Ministry of Education
Laos Ministry of Information and Communication
Uzbekistan Cybersecurity Center
. Directorate of Strategy of
Indonesia
Cybersecurity and Cryptography
Philippine Department of ICT
Philippine Cybersecurity Bureau
Sri Lanka Cybersecurity

-30-



1}S)

Global ICT Standards Conference 2025

//.‘\
N
KIWONTECH

oy 2y =t O

—ﬁ LINES

o calview FE H|ELIA AHH ° Ut XAt
m interactor o o

0|2 H| =LA HA

o9

@ -

*
&% splashtop’ MarkAny
QI 1| A[Of
S2HH|ELA I HIZELIA A

-31-



5. YA - LHQ| JIZHA} Bt

Global ICT Standards Conference 2025

O Securities - Finance

NHEXSA XHZIE BNKEA2Y  BNILZHOE QfAS88%2% W AW OHX

O Large Corporations

O Defense -
Military Supplies
@Lconmzst (@) RUAUZ  HSD)engne HIALTHILIE PHDmuowys BHSC Hifssa
L <Al
@LGsE @OWONK & zaemus  EcoPro  DHDRHNE @ HYUNDAI N
O Research Institutions - Public Agencies
= -y
K'§T' ] = i xS - \ WIK m S

(i ur;.‘ng_ro otoy g_ MAHIZXI A A gREEastomgl

e Iy TUTE OF OAIENTAL MEDICTE World Institute of Kimchi

KRICT KEE g €2 Xicpy

cugmay o1 Tiswlears B KITECH oy er —
ST LicFege  DENETATTE  ravssunas e LR anaoeppge AN IEREREL (5 g smpumare MM EEERICEE  KASIznesieese
O Manufacturing - Wholesale O Pharmaceuticals - Hospitals
i TT)DONGAH ~ Noi’lti 1 288 uzue u EZN wellness
) HDEEHOI?'_'EI m 6'SWIre qm'll{!ﬂ% S FA DONGHEE 2 Tire & Rubber NAV? MRO @ EM Tecn a TELUS Health company (.’ Gc h:*l EH E%X‘“Qf
q + CIMEE D () = AMF 7| ZAIE 7T
% cscopoation D@€hanSteel  WPSSRSAIT m ol PANASIA S ssvizasa UCL osnmnEzE® DARAE & nugoszzx @ s=uase

-32-



5. YA - LHQ| JIZHA} Bt

O Enterprise

@ LGEnergySolution () LOTTE CHEMICAL

@ LG Chem

0 LOTTECARD

O Manufacturer-Wholesaler

‘W biswire

H D HYUNDAI AND SHELL
BASEOIL

SMEC

H D HYUNDAI
ENGINEERING & TECHNOLOGY

DU corporation (¢ samGonc

O Finance-Bank
BN BusanBank BNK Capital

O Research Facility (Public)

O Defense
@& HYUNDAI = nexen corPORATION W KOLON BENIT ’ H gﬁ%ﬂﬂﬁ' .—_E_ﬂ;f.’Eﬂ(-?-:) HJ) g sC
KAl 'S,
LLL”AA EcoPro ) HD oy @WONK  HsD)engne  TUIE@ER7IS
©sunvowne SEFPg pONGHee DONGAH  SECp @-Tech  BPT
3 O for a better future
ﬁ'gﬂ E'Ela (ﬁ) [ _:F_ _,LD‘ CI}_|E E% rs ] HEESUNG ELECTRONICS LTD. DLJ co
||“ SHNSUNG DELTATECH CO, LD, 5 (F)M7IAE P AU!EM '“:P ® DY DEOKYANG
HWARS&EAIINE K a I m # Dlﬂ" |—EC 5 SAEDONG @ shaping your dreams
O Medical-Hospital
m};!ﬁg[ﬁ%! 2 WOORI FG SAVINGS BANK Welcome <> GCBiopharma Q" JEIL Pharm. EFI BORYUNG HCOSNPI'H E’i‘iﬁi‘t”

. — - WiKim S
= KEE 0, K KERI  cipsgmss (.o i AV iK KRI=>S
CHESSees sizdgooluioze o oo gaoznsmusrd  pazeme T ns KIT cvewians gravtooiel - HIAIZXIATL  aopzaeana
KOREA INSTITUTE OF FUSION ENERGY KOREA BASIC SCIENCE INSTITUTE O T T AT T [DREA INSTITLTE OF ORENTAL MEDICN World Institute of Kimchi :n—m,‘,s_':';,"fm,m;:,';_ﬂm";

KSRAIL KRICT

S i Li-FE e

NATIONAL NANOFAB CENTER

Fol FAEAEATE
v | pageray E1=0 AT
BPAY [ZREERY g7 siovasmrg  KIMM SISDDISITS K

KICPA

=B U ALE

| EREEnace

@ «woi

Global ICT Standards Conference 2025



2025

Global ICT Standards Conference 2025

anc In = ectual : 6pert
Al for All

=1 @ IriayEse @ iR =2 (@) SEEmeny TTA HTP KEA _kista ETRI



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34

